silver atena

28. Windenergietage fi‘e\
Q‘?‘ E)jf o/ %J

SAFETY & SECURITY — AKTUELLE ANFORDERUNGEN IN DER \ - y

WINDENERGIEBRANCHE / SYNERGIEN NUTZEN

2019-11-06
st vor_6706_de; Rev. 016



Electronic Portfolio

Automotive Aero Engine
. ECU- & Component
SILVER ATENA

Development
)( >300

silver atena employees

. Independent and
efficient development
of safety relevant
units and power

E®® O

electronics
Aerospace 4 . . Delivery of prototypes Industry
sites .
and small series
History
“ SILVER ATENA SILVER ATENA Hamburg / Bremen
= 100% Assystem
o Acquisition b ° H
AS:YSTEM G't’”" e ATENA Electronics >80 SNBINEETS
2005 merged with Silver  ® Systems engineering
S +  Safety & Security
1998 Foundation of ATENA by . Hardware & Software Development

MTU Aero Engines

)( silver atena
© SILVER ATENA GmbH



ComPEtences Our strength is

 efficient |
Y] M
* well structured,
[ 3

* process & MBSE g
orientated aa

development of components

)( silver atena
<

ECU as product

Test & Validation

‘%%NEWAYS

flex
zalliner

Production

AI.IT‘/ QJ)SAH Hardware

Software

)( silver atena
SILVER ATENA GmbH




Safety Engineering

EXPERTISE
Hazard Analysis and Risk Assessment

Safety concepts design and management
Functional analysis and specification
Safety verification and validation reporting
Safety analysis and documentation
Contingency and business planning

Multi-domain knowledge (automotive, railway,
aerospace, industry, wind energy)

STANDARDS & TECHNOLOGIES

[EC 61508, IEC 62061, ISO 13849, IEC 61709,
Siemens SN 29500

ISO 26262, ISO/PAS 21448 (SOTIF), EN 5012X

ECSS-Q-ST-40 (Space), ARP 4754 & ARP 4761,
CS-2X, DO 178, DO 254

MIL-STD-882 (System Safety), Standard 00-56,
MIL-HDBK-217

IEC 61400-1, DNVGL-ST-0438
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Functional safety requirements

Security for safety requirements

Safety management

Production, operation, service /

Overall organisation . I
maintenance and decomissioning

Project dependent

Conceptphase Productdevelopment Production, operation ...

System level Planning

Technical safety requirements

System definition

A Integration and testin
Hazard analysis d £ Production

System architectural design Safety validation

Risk assessment HS! specification Operation

Security for safety Maintenance & repair

Hardware level Field observation

HW safety requirements

Software level

SW safety requirements Decommissioning

HW design SW architectural design
Quantitative safetyanalysis SW unitdesign and implementation

HW integration and
verification

SWintegrationand verification

Testingofthe embedded SW

HS! / Cyber Security

Supporting processes Safety analyses and methods

Requirements management SW tool management FMEA / FMECA / FMEDA DFA / CCA

Configuration management V&V HAZOP Reliability prediction
Change management Proven in use argument FTA / RBD FRACAS

Documentation management Interface: supplier / out ofscope app. MARKOV / Monte-Carlo Life test planning

METHODS

Qualitative: Risk Graph / FMEA / FMECA /
FMEDA / HAZOP

Quantitative: RBD / FTA / Markov / Monte-
Carlo

Reliability Prediction according to applicable
standards/handbooks or field & test data
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Security Engineering

SECURITY DESIGN & DEVELOPMENT
Basic Security Assessment to identify threats
to your assets

Advanced Security Assessment to assure sufficient
protection

Security Process Risk Assessment and Improvement
Implementation of Security Measures

Support for Process and Product Certification

SECURITY VERIFICATION AND VALIDATION STANDARDS
Requirements Based Security Review and Test Compliance with main industry standards as
Weak Spot Analysis including Penetration Testing IEC 62443, 1SO 27001/27002
BSI 200-x

NIST SP 800-30, NIST SP 800-37
EUROCAE ED-202A
EN 50159, TISAX

DNVGL-RP-0496, BIMCO
silver atena
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Dependability / RAMS Engineering

EXPERTISE
RAMS concepts design and management

Functional analysis and specification

Dependability verification and validation
reporting

Dependability analysis and documentation

Maintainability and cost analysis & optimization

Reliability prediction

Spare part & warranty cost estimation

STANDARDS & TECHNOLOGIES
EN 50126-1 (Railway)

ECSS-Q-ST-30C (Space)

ISO EN 60300-X (Dependability management)
ISO 31000 (Risk management)

DIN 31051 (Maintenance)
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Probabilistic Design
Fault event assessment and Partial load factor reduction

Normal 10a 50a Abnormal 2000a Negligible

EXPERTISE <...events L ol ] events ., Loevents

Fault event and Failure mode identification

MTBF prediction (field data, handbooks) /
quantitative system analysis (RBD, FTA)

partial safety factor
for loads v;

failure mode return period (MTBF): of fault events [a]
|

| |
MTBF [> Further measures néeded to increase MTBF for y; reductior}
| | |

Fault event assessment and Partial load factor ‘

reductlon ‘ MTBF% ‘I:(> Further measures needed in order to disregardfa:al]tuTt\/ee\r;etnt
‘ i MTBFi i‘E> negligible

Requirements Engineering 1 1 1

Model-Based Systems Engineering

STANDARDS & TECHNOLOGIES METHODS

IEC 61400-1 (Design requirements: partial safety Qualitative: FMEA / FMECA / HAZOP

Laec;c;:]//fal)lure mode return periods / probabilistic Quantitative: RBD / FTA / Markov / Monte-

Carlo

IEC 61508 / ISO 13849 / IEC 62061 (Functional Safety) Reliability Prediction according to applicable

ISO EN 60300-X (Dependability management) standards/handbooks or field & test data

IEC 61709, Siemens SN 29500, MIL-HDBK-217
(Reliability Prediction)
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SAFETY & SECURITY

DIFFERENT OBJECTIVES, SIMILAR TASKS AND
PROCESSES



Security Tasks compared to the Safety Process

IEC 62443-4-1 Secure product development lifecycle requirements

Safety management

Production, operation, service /

Overall organisation Project dependent . R
maintenance and decomissioning
Conceptphase S Productdevelopment Production, operation ...
5.2 ZCR 1 — Identification of the SUC . %o'; - . ' ' .
System definition > Planning

® 5.6 ZCR 5 — Document cybersecurity requirements, assumptions and constraints

o
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Risk assessment % Hr SIASEC Nation Operation
Review
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(S
'fv% CVE Datenbank
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urtty y requi ara d&% [EC 62443-4-2: Technical security requirements for IACS compore IEf&m@b&%é‘éawkﬂBte

X manamgent

HW safety r& uirements Netht
y «;,9 SW safety requirements Decommissioning
HW de: %% SW architectural design
Quantitar\SiASEC %%

2ysis SW unitdesjdisiasscplementation
Review 2 Review
HW Ngesteasesn e 026 SW inte ghJesteasesrverification
verification % ‘
% Testingof the embedded SW

HSI / Cyber Security,

Safety an a|yS es and methods ec 62443-3-2 Risk Assessment

IEC 62443-4-1 Secure'product development lifecycle requirements

Requirements management SW tool management FMEA / FMECA / FMEDA DFA / CCA

Configuration management V&V HAZOP Reliability prediction
Change management Proven inuse argument FTA / RBD FRACAS

Documentation management Interface: supplier / out ofscope app. MARKOV / Monte-Carlo Life test planning
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Common Safety & Security Process at System level

| Safety Process | | Security Process | [ )
Safety/Security Process System Development Process
\ J
High Level High Level [ . c ]
1 A e }47 High Level Requirements
\ 4 \ 4
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System Implementation
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Summary

Due to similar tasks it make sense to synchronize safety & security
(security4safety)

It is beneficial to define and implement safety & security requirements
early in the product development = MBSE / MBSA

Identify and solve requirements conflicts (safety vs. reliability, safety vs.
security) early in the process

Overall objective is to reduce costs and time for development (link to
MBSE) and to consider system safety, reliability and cyber security aspects
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