Parkregelung, SCADA und Redundanz mit dem PLCnext IPC
Phoenix Contact — PLCnext IPC

OO Eleowmad @ @



PHOENIX CONTACT

‘

-J.\KM"'

Phoenix Contact GmbH & Co.KG , Stammsitz in Blomberg

We world market leader and highly innovative in electrics and electronics

We create progress with inspring and innovative solutions

OO eonad @ @



Corporate history
Founding in Essen

ieds] First “RWE” ceramic terminal block

A modulare system for every connection
World market leader

Y 80651 Printed circuit board connectors
Connection technology for industrial electronics
World market leader

(48] Interface

Instrument transformers and signal converters
Technology leader

Fieldbus technology
INTERBUS - the first industrial fieldbus, IEC standard teday
Technology leader

¥ (5] Surge- and Lightning protection
and signal quality products for systems and devices
Technology leader

Z40)0lo] Automation technology

Industrial Ethernet, Industrial Wireless technology,
Control systems and Software

Technology leader

voww UG 0C e



[

PHOENIX CONTACT Electronics GmbH PHOENIX CONTACT Feinbau GmbH & CoKG Phoenix Contact Connection Technology GmbH Phoenix Contact-Software GmbH

Bad Pyrmont Ludenscheid Herren berg

PHOENIX CONTACT HMI-IPC PHOENIX CONTACT Cyber Security AG Phoenix Contact Power Supplies
Technology GmbH Berlin Paderborn
Filderstadt

= >16,000 employees worldwide

= turnover 2019 ~ Euro 2.3 bn.

= 14 Production sites worldwide

= 52 subsidiaries

= over 60.000 active products

= appx. 1.500 new product launches p.a.

Lemgo

Harrisburg, PA

PHOENIX CONTACT China Headquarters
Nanjing

ol LD

PHCENIX
CONTACT



Our offer to the wind power industry

>~ 4

Innovations - tailor-made for your industry

\

/[‘ =l ”w'%
b=~ 5
~ o~

o~

Wind power plants Wind park mamagement Offshore wind park Small wind power plants
+ Control symerms * Park petwerk + Fahuate redundancy-based + Modular control techaology
* Electrical aquipment of wind * Feed-in maragement spems * Scalable automation concepts
power plascy * Secure communication with * Components lor extreme * Safety plarning
* Implemencation of the the control room conditora
Machinery Direcove * Remote commuenication

OO eonad @ @



Solution portfolio for Wind Energy

Electrical equipment

Connecting Power & System
Protection

and wiring interface

Lighting
Solutions

Control
Technology

Software for
turbine control

System control

-

ey |

|

System
communication

Blade / Tower Lightning Grid Safety Integrated
Monitoring Monitoring Monitoring Components Safety

Condition monitoring System safety

PHCENIX
CONTACT



Wind turbine control in worldwide operation
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Function

PLCnext Controls

PLChext Technology[}J

Designed by PHOENIX CONTACT

IPC PLCnext Controls Roadmap

BL2 B-PLCnext 1500

12 /2020

VL2 B-PLCnext 9000

PLCnext Rackmount 2U

PLCnext Technologym

Designed by PHOENIX CONTACT

Performance

@ @ [eoNTadt




PLCnext Controls
BL2 B-PLCnext 1500

PLCnext Technologym

Designed by PHOENIX CONTACT

2020
“ Intel Celeron N3350 1.1 GHz\2.4 GHz
v 4 GB RAM
v 32 GB eMMC, 1x M.2 SSD
v 2 Gbit ETH-MAC interfaces
¥2 x USB 3.0
¥ Dimensions 97mm x 97mm x 36mm (basic)

¥ Real-time clock
 Trusted platform module (TPM) for security

¥ Temperature range: 0°C up to +50°C
00T RGO E



PLCnext Technologym

PLcneXt COﬂthlS Designed by PHOENIX CONTACT
Outlook:
BL2 B-PLCnext 9000 2020

™ Intel Celeron 17-6822EQ

¥ 16 GB RAM DDR4

v 2 x 512 GB SSD possible
v 2 Gbit ETH-MAC interfaces
¥2xUSB2.0/2xUSB 3.0

¥ Dimensions 175mm x 100mm x 15mm

¥ Real-time clock

¥ Trusted platform module (TPM) for security

. @ @ [eoNTadt




PLChext Technologym

PLcneXt COﬂthlS Designed by PHOENIX CONTACT
Outlook:
PLCnext Rackmount 2U 2020

™ Intel Celeron 17-6822EQ

¥ 32 GB RAM DDR4
¥1x512GBSSD/2+ 1TB HDD
v 2 Gbit ETH-MAC interfaces 1210
¥4 xUSB 2.0/2xUSB 3.0

¥ Dimensions 482mm x 177mm x 461mm

¥ Real-time clock
¥ Trusted platform module (TPM) for security

Rackmount PLCnext Solution

¥ Temperature range: 0°C up to +55°C
" @ ) CRSNAG




State of the Art - Windpark network and control with Profinet

Windpark Turbines Windpark Control Station

SCADA & Windpark control

SCADA | Feesas

......... |/

Internet
Control

L

@

Gigabit Ethernet Firewall/
Managed network Router/
VPN

Redundant
optical fiber network

Fast windpark control : > 150 wind turbines within 8 ms update time !

OO eonad @ @



Wind Farm Network Control

I. I. Redundancy PLC

Backbone
1GBiIt

MRP / i
RSTP Q

Turbine Controller

OO eonad @ @



Data Management - SCADA

All Turbine Controller
reports direct into the data base

Rd

Peitiad

m; il_q
.l 15 _ |
Realtime Farm . 2 L = R
Contollers SQL Server Mysal

PC Data
Base

Farm controll

@ @ [eoNTadt




Data Management - SCADA

All Turbine Controller
reports direct into the data base

Turbine(s)

Farm controll

SCADA + %
Database  SOL Server

Realtime Farm
Control

@ @ [eoNTadt
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PLCnext Technology in a nutshell
Architecture & Integration

— -

PLCnext Technologym

Designed by PHOENIX CONTACT

PHCENIX
CONTACT



PLCnext Technology Architecture

Flexibility of Linux plus the Reliability of a PLC
//- PLCnext Technology is based on

X

O

VPN

}//
[ ]

Firewall

olli

L)

SQL

17

PLChext Technology[}J

Designed by PHOENIX CONTACT

INUX...

= Open source Linux Packages

= ... but as performant as a “classic”
PLC!

= Easy task management
= Precise synchronization
= Cycle-consistent data exchange

= No Linux knowledge needed
@ €D [LIONTAS




PLCnext Technology - Security

Authentication

= User accounts I_:teglr n;yl i

= Authentication of credentials . privegs

= Authorization =Defense in depth
=Network segmentation

Confidentiality / \
=Use of secure protocols AVOlldblllfy

= Secure remote maintenance
= Cryptography = Monitoring und attack detection
=Protection of expertise = Tamper protection

18

ol LD

Teﬂmologym

ONTACT
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Secure Product Development according to IEC 62443-4-1
IEC 62443-4-1 Secure Pro
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CERTIFICATE

No, Q4B 029425 0007 Rev. 00

Holder of Certificate: PHOENIX CONTACT GmbH & Co. KG

Factory(ies)

Cartification Mark

Scope of Certificate:  Secure Product Development Lifecycle

Appled
Standard(s)

" Industrial
IT Security

Secure Product
Development Lifecycle

assessed & monitored
according to
IEC 62 1

) ot Sacety Qe owve s
R4 Poaca Secery Regewmens Cormes

N Deoty Fegiwen Revee

Prmeses 3 - Bovars by D

SO Lo Desg Pwogsn

502 Dwwens v Depm Design .
303 Senety Desge Fevem

PLCnext Technology[ﬂ

Designed by PHOENIX CONTACT
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. PLCnext Technology”

Designed by PHOENIX CONTACT

‘. .
. » - §
i peftinterfaces and.‘“ :
"cloud integration 5
. . ; » 4 -
a : } { PLCnext Technology enables the integration of current and future interfaces
- . 4 and protocols for open communication in highly networked automation o

systems. Implement new IoT-based business models through edge computing
and/or direct connection to cloud-based services and databases.



enhanced connectivity — Intelligent Networking
Future-proof Connectivity

INTERBUS

PROFINET

g | ==

- - -4 m
PLCnext Technology
Designed by PHOENIX CONTACT - A §

i
.

IEC 60870-5-104 |

EtherNet/IP

PLCnext Technology enables the integration of current and future interfaces and protocols

for open communication in highly networked automation systems.

OO eonad @ @



. . | E PLCnext Technology™® -
enhanced connectivity — Intelligent Networking | © Desgnedty PHOENIXCONTACT
| R, - - o W '.‘

Integrated OPC UA Server |

Data Access, Alarms and Conditions, Programs, Historical Access, Global Discovery Server

2 OO eonad @ @



- _ E 2 PLCnext Technology™ -
ectivity — Intelligent Networkin \ Designed by PHOENIX.CONTACT .

L D,_Plub ic Cloud, Private e '? d -3 S
C) '

rroricloup  Alibaba Cloud oogle Cloud l3»
= A\ Azured

Implement new loT-based business models through direct connection to cloud-based services and databases.
Benefit from the seamless integration of Phoenix Contact's PROFICLOUD and a cloud-agnostic strategy where the PLCnext
Store delivers cloud connectors for every cloud. PLCnext Technology supports any customer cloud implementation — public,
private, hybrid - including AWS, IBM, Azure, Alibaba, and MindSphere.

) OO eonad @ @
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freedom
Flexiblé integratibn of
sQftware and apps

PLCnext Technology enables any desired combination of independently created
program parts and complete applications. The use of open-source software and

apps, e.g. from our PLCnext Store, improves the efficiency of your development

processes. They sky is the limit when it comes to future expansions.



N PLC ‘__eXt Technology
enhanced freedom ( < Designe ’hrPHOENIXCONTACT it

Limitless Adaption Capabi

@ HTML
Node RED

MVS& JS

PLCnext Technology enables any desired combination of independently created program parts and complete
applications. The use of open-source software and apps improves the efficiency of your development processes.

2 OO eonad @ @




Wy
,A e
* PLCnext T&hno

De5|gned by PHOE

enhanced development
Convenient Engineering & Applicatio

i
)
’:

| IEC61131-3 | Ce+ and C# B | MATLAB Simulink 0

| MATLAB ||
Simulink

PC Worx Microsoft

Engineer Visual Studio eclipse

o8 o8  of

< HE
PLCnext Technology °UI
Designed by MOENIX CONTACT

With PLCnext Technology, several developers from different generations, with different skill sets and expertise can
work on one controller program, in parallel and yet independently, using different programming languages.

2 OO eonad @ @




enhanced convenience
xt Engi

IEC 61131-3 Programming with PLCn{

Variabies Code v ,r )

Code

Use the innovative and easy to use features of PLCnext Engineer.

- OO eonad @ @



enhanced convenience

) - 5 [ ¢/css) @ Debug
| GProjectixp 8 " O | CppCounterProgr B "« 0  @mn nn = 0
- & - Addeortinfo(*Enable”, this-»Enable);
: AssPortinfo(*Counters PN', this->Countech PH): &
| »45 CppCountertibrary-Det AddPortinfo( poworxCounteris”, this->pcworxCounterlt): X > CppountertibraryO
vis® CppPrintLibrary-Debug AdgPortinfol IngutDI® PN*, this->InputDI8 PH); § & cppPrintLibrary-Debe
> Binaries ) .
» i includes & 19 wvoid CpplounterProgram: :Execute() 8
» @ [Source directory] °* { o
vain [Subprojects] & 22 A1 (troe == (this->Enable))
v CppPrintLibracy 3 -
» & BuildConfig G 24 CpploenterTrig = (int)this->InputDIS PH;
& 25 CppvarCounterA = (int)this->poworxCounterls;
»@ Config 2 L
v Programs. 2 if ((CpplounterTrig == 1))
L7 copcourcerrios MRS
4 CoppPrintProgram. = . 2 P
B CppPrintProgram. @ )1 [H
1B CMaketists txt -
CMakeListsCompor 34 K
4 CppPrimtComponer, S
B CppPrintCompaner - else I (iCpkouterinig oo 3 o
i CppPrintiibrary.<p 38 { =
N CppPrintLibraryhp g e
4 CppPrintProgrampy
W CppPrintProgramp © coesole “ o
CppPrintLibrary 8 It ppPrintt o PpC Pp

C/C++ acc. to standard, easy interface to the PLCnext Technology platform, support of remote debugging —
use the tool you are familiar with.

2 OO eonad @ @




enhanced convenience
C# Function Blocks

a dedicated plug-in for Visual Studio.
n real-time with the eCLR runtime system.

2 @ @ [eoNTadt




enhanced convenience

MATLAB Simulink

P34 ret_helico - Simulink - (] X
File Edit View Disply Diagram Simulation Analysis Code Tools Help
B-o-8 MO E-9gqOP = 7~ [wo | » @~ &~

rct_helco

® |[%)rct_hesico

Seamless integration of model-based design & development with MATLAB Simulink.

. OO LERAT @ T ¢



enhanced convenience

MATLAB Simulink & PLCnext Englne{.

ATt Tesogram A | Metnate Teste X

Potint 4 Wik lesomm

Muezte TestPrsgran tres

Seamless integration of model based design & development with MATLAB Simulink and PLCnext Engineer.

5 OO eonad @ @



PLCnext Technology”

Combine program sequences in different languages into Designed by PHOENIX CONTACT

tasks as desired. The task-handling of the PLCnext Technology
(patent applied for) lets program routines of different origin

run like a classical IEC-61131-PLC-code - Your high-level language
programs become automatically deterministic. The platform
ensures consistent data exchange and synchronous execution

of the program code.

P——




PLCnext Technology®

enhanced performance — PLC-typical Real-time Performa Designed by PHOENIX CONTACT

Execution & Synchronization Manag

D 611313 ) > C/Cw ) )

MATLAB Simulink )

> 61131-3>\> C/Cos MATLAB Simulink )

Task 1

Task 3

Task 2

/
(
I
|
(
\
|
[
|
|
|
|
|
1
|
1

~ ——
) C/Cor > MATLAB Simulink )% 61131-3 )
|

—— e — e e —
B ol g MANYLYE B

The patent-applied-for task handling of PLCnext Technology lets program routines of different origin
run like classical IEC 61131 PLC code. Your high-level language programs become automatically deterministic.

33
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_ PLCnext Technology”
enhanced performance — Data Consistency Designed by PHOENIX CONTACT

Global Data Space

MATLAB Simulink | | Logging C# | |Safety

IEC 61131-3 OPC UA C/C++ Web Open Source

.| PLCnext Technolog)'l}J

.:{Ij Designed by PHOENIX CONTACT

Axioline

PROFINET

Fast and consistent data exchange between user programs, fieldbuses, and system programs.
Access via Data Logger, HMI, and OPC UA. Security aspects for user management.

y OO eonad @ @




Applicative System Redundancy
Hardware elements

= PLCs: PLCnext IPC as Profinet |0-controller

= |O-Stations: Axioline bus coupler
AXL F BK PN as Profinet |O-device.
+ Axioline IO-modules

= Network: Managed switch FL SWITCH SMCS
as Manager/Client for MRP.

35 Industry solutions Marine & Offshore

Primary
~ PLC

MRP
mimnn Manager

"PLC

I/O-Station A |/O-Station B

YT I

PHCENIX
CONTACT

|/O-Station C

Backup

MRP
mnnnnn Client




Applicative System Redundancy
Network Redundancy

Media Redundancy Protocol (MRP) according =4 x
by Tl

e

= One Switch has the role of the MRP-

manager. -
o . = ~ Sl
= All other devices in the ring structure must EE— S

support the MRP-client function.
= Switch-over time 200ms.

= All devices without MRP-client function are EH t& tH
connected to edge port of the managed
switches.

‘ EPHGNIX
36 Industry solutions Marine & Offshore CONTACT




Controller Redundancy
Firmware function “PRL"

Phoenix Redundancy Layer (PRL):

= Both Profinet |O-controllers are
connected to all Profinet IO-devices
at the same time.

= The 10-device send the input signals
to both 10-Controllers. In this way
both Controllers have the identical

PRL

:'; Primary
4w PLC

process data of the sensors. § |
= Only one IO-Controller sends “valid” =
output data to the 10-Device.

37 Industry solutions Marine & Offshore
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Applicative System Redundancy
Data synchronization

Data synchronization:

= The active controller (Master) sends
selected data to the passive
controller (Slave).

= This is done via function blocks
based on the IP communication
capabilities of the PLC.

38 Industry solutions Marine & Offshore

Primary
| PLC

:JJ\

i ' Data synchronization I

Backup
" PLC

UL
¥

7~

-
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e

-
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Applicative System Redundancy
Data synchronization

.

Role

o strPartnerlP  xDataStructureConsistent

xConnectVaid

® J) ] L ®

Function blocks for data synchronization: B
= Main function block for establishing the i S
communication link between the PLCs.
) ("~ RED_Data_WORD_V0_01 )
xValue xValuet+—= 1 wValue wValue

udtSyncData— udtSyncDatat—=

= Function blocks for standard data types (up to
32kBytes for all variables in total). Vakie

udtSyncData— udtSyncData+—=

rValuet—

= Function blocks for user defined arrays (up to
32kBytes for each variable).

iDirection

arrData

#— udtSyncData— udtSyncData

+— Value

#— udtSyncData— udtSyncData-

xOperatingState

udtSyncData — udtSyncDat;

(~ RED_Data_INT_VO_01 )
Value

arrD:

‘ mPHGNIX
39 Industry solutions Marine & Offshore CONTACT




PLCnext Technologym

PLcneXt COﬂthlS Designed by PHOENIX CONTACT
Outlook:
PLCnext Rackmount 2U 2020

Optimize Farm Control and Monitoring Costs
¥ PLCnext Architecture
¥ Open RT Linux
v Realtime Farm Control
¥ E.g. Control 200 WEC via PN @ 8 ms
¥ OPC UA SCADA Interface DA/HAD/Events ...
v Local data storage up to 2 TB

¥ Applicative system redundancy

Rackmount PLCnext Solution

0 @ @ [eoNTadt




PLCnext Technologym,

Designed by PHOENIX CONTACT




