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IEC 61400-25 is the wind information model for interoperable plant to 

supervision/operation/network control centers

IEC 61400-25
World wide 

standard 
for 

communication 
between Wind 

Energy 
Converters and 

SCADA Systems

Independent 
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configuration
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Configuration 
withstands 

changes
on 

communication 
systems

Lower 
installation 

costs

Standardized 
controlled way

to define
extensions to the 

system

Re-usable data 
models 

for future 
technologies

Better 
connectivity 

Interoperability
between devices 

and 
systems from 

different
vendors

• IEC 61400-25 builds on IEC 61850 the worlds 

most used substation automation architecture

• enables connectivity between a heterogeneous 

combination of client and servers from different 

manufacturers and suppliers

• only defines how to model the information, 

information exchange and mapping to specific 

communication protocols

• excludes a definition of how and where to 

implement the communication interface, the 

application program interface and 

implementation recommendations
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Conceptual Model of the IEC 61400-25

The main focus is on communications between wind power plant components and SCADA systems 

3 areas are defined:

• Information Model

• Information 

Exchange Model

• Mapping
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Structure of wind power plant information model

Logical node instances to model a wind turbine (CDV Ed.3)
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Structure of wind power plant information model

• Data Objects are created from a 

certain CDC

• A CDC, e.g. „MV – measured value“, 

has certain Attributes (DA)

• There are complex CDCs which can

own CDCs and heritate from the

underlying structure
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Structure of wind power plant information model

• Wind turbine logical nodes

• Mandatory Nodes (M) 

must be implemented

• Optional Nodes (O) can be

implemented

• → Most important

information is available for

every turbine type

Logical nodes for modelling a wind turbine (CDV Ed.3)
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Structure of wind power plant information model

• Wind power plant logical

nodes

• Mandatory Nodes (M) 

must be implemented

• Optional Nodes (O) can be

implemented

Wind power plant general logical nodes (CDV Ed.3)
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Structure of wind power plant information model

• Logical nodes contains:

• Mandatory Data Objects 

(M) must be implemented

• Optional Data Objects (O) 

can be implemented

• User defined extensions

are possible by adding for

example own Data Objects
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IEC 61400-25: Communications for monitoring and

control of wind power plants

Standard series based on IEC 61850 (Communication networks and systems for power utility automation)

Standard Description Status

61400-25-1 Overall description of principles and models Edition 2, published 2017

61400-25-2 Information models Edition 2, published 2015

Edition 3, 2024

61400-25-3 Information exchange models Edition 2, published 2015

61400-25-4 Mapping to communication profile

[web services, OPC XML-DA, MMS, IEC 60870-5-101/104, DNP3]

Edition 2, published 2016

61400-25-41 Mapping to communication profile based on IEC 62541 (OPC UA) 2024 (Ongoing work in cooperation with

USE61400-25 and OPC foundation)

61400-25-5 Compliance testing Edition 2, published 2017

61400-25-6 Logical node classes and data classes for condition monitoring Edition 2, published 2016

Will become part of IEC61400-25-2 Ed.3

61400-25-71 Configuration Description Language Edition 1, published 2019
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Secure your wind communication with state-of-the-art IEC cyber security

Existing IEC standards and recommendations handle security topics:

• Authentication and authorization using Role Based Access Control (RBAC) 

• Secure IP- based and serial communication 

• Secure application level exchanges

• Security monitoring and event logging 

• Test case definition

• Guidelines for applying specific security measures

For example utilize IEC 62351-8: 

RBAC supports verification of who is 

authorized and performes a dedicated action 
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Build In Security By Using Security Standards 
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Bachmann Wind Power SCADA (WPS)
IEC 61400-25 based SCADA example

http://www.bachmann.info/
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▪ SC configurator plugin installation

▪ Made for modelling whole turbine

(PLC Project & WTT IO)

▪ Focus on WTT IO: 

Only M1-Interface is necessary (!) for

SCADA

▪ Main configuration file: project.wtt

▪ Generation of configuration code for WPS 

/OPCUA / Snapshots / Alarming

…with Wind Turbine Template configuration

How to start …

2021/11-JABU    Sales-Training
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▪ Data structure in WTT-IO compliant to

IEC61400-25

▪ Generated OPC-UA server configuration

▪ Generated WPS configuration file

imported as device type

▪ Automatic build data structure in SCADA 

system – no user action required, just 

import configuration file

…with IEC61400-25 data structure and OPC-UA

on the way to SCADA system …

2021/11-JABU    Sales-Training
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▪ WPS uses the object-oriented technology from atvise© SCADA

▪ A wind turbine or device shown in WPS is described throughout its 

object structure

▪ The object structure consists of fixed content and dynamic content 

(variables/parameters) which differs from each turbine or device 

type

▪ The object types are instantiated, and this results in showing them 

as turbines or devices in WPS

Object types and structure

WPS structure
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Instantiation of objects – building a wind farm

WPS structure

▪ Data Sources: connection to 

each controller/turbine for live 

data

▪ Objects:

Object structure of the 

asset/project 

(Global/Park1/WEA141)

▪ WEA141:

Instantiated turbine type from an 

object template with the 

describing set of vars/params 

etc.
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Visualization of 61400-25 standardized data – measured values & command values

WPS structure

▪ Logical Device:

Instantiated turbine type from an 

object template with the 

describing set of vars/params 

etc.

▪ Logical Nodes:

Different logical parts of the 

turbine

▪ Data Objects:

Monitoring and control elements 

depending on type of Data 

Object (CDC)
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Visualization of 61400-25 standardized data – trend configuration

WPS structure

▪ Logical Device:

Instantiated turbine type from an 

object template with the 

describing set of vars/params 

etc.

▪ Logical Nodes:

Different logical parts of the 

turbine

▪ Data Objects:

Monitoring elements depending 

on type of Data Object (CDC)

here: restriction to type MV 

(measured values) 
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Visualization of 61400-25 standardized data - parameters

WPS structure

▪ Logical Device:

Instantiated turbine type from an 

object template with the 

describing set of vars/params 

etc.

▪ Logical Nodes:

Different logical parts of the 

turbine

▪ Data Objects:

Monitoring and control elements 

depending on type of Data 

Object (CDC)
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Mission & Objectives

The main goal is to:

• ease the use of IEC 61400-25

• support users implementing the 

standard within the wind power 

industry

• support the use of the IEC 61400-25 

standard series

• communicate with other working 

groups 

Objectives:

• Presentation how to use the standard within 

workshops with specific companies and 

organizations

• Conference exhibitions and congresses

• Reference server for edition 2

• Open Source Client (MMS) 

• Implementation guideline for 61400-25

• Cooperation with OPC Foundation
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Implementation guideline and MMS Client

The implementation guideline covers the following 

topics:

• Overview of the IEC 61400-25 standard series 

and the related standards

• Descriptions and examples how to read the 

standard 

• Customization of the IEC 61400-25 models

• IEC 61400-25 as part of the wind power plant 

engineering process

• SCL guideline with examples

Open Source Client (MMS)

• Available for free (for user group members)

• Source code examples available
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Reference server for edition 2 of IEC 61400-25 standard 

It is a Wind Power Plant Server acting as a gateway that

provides access to a simultated with farm using different 

communication mappings:

• mappings to IEC 61850 MMS, webservices, IEC 60870-

5-104, DNP3 and OPC XML-DA (soon OPC UA )

• Connected to the information of existing Wind Turbine 

controllers. 

• Simulate several wind turbines to provide a full wind 

power plant view.

• Accessed with any standard based client or with the

specific software developed for the association members
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Management Team

Bertram Lange  (Chairman)

Per Krause Kjaer (Technical Team Chairman)

Knud Johansen (Treasurer)

Finn Hoeg (Validation, Interoperability, Cyber Security) 

Michael Rueter (Standardization)

Please  visit:    www.use61400-25.com

Contact:  manteam@use61400-25.com
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