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COMPANIES CONNECTED

5
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PLANTS CONNECTED
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Leading software developer, global deployments
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Leveraging cloud-native technology to provide data acquisition, plant control and 
remote access for large, diverse portfolios 

CUSTOMER CONTROL OPEN SYSTEMS SECURE BY DESIGN
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#1 : Hub and Spoke system is a proven architecture

Gateway between 
business and plant systems

Data must flow 
up and down
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#1 : Hub and Spoke system is a proven architecture

INSIDE PLANT

OUTSIDE PLANT

INTERNAL

EXTERNAL

Avoids vendor lock-in

Flexibility to choose 
any equipment
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#2 : Retain control of critical components

OT data store

Data sharing

Plant network
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#3 : Plan for an explosion in OT data traffic

High frequency OT data

Rapid streaming

Normalised data 
for scaling
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#4 : Let data flow into the plant . . . . . . securely

Plant control

Software upgrades
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TECHNICAL, OPERATIONAL, GOVERNANCE MEASURES

• Plant and systems access controls

• Asset registry

• Incident handling procedures

• Backup, disaster recovery, crisis systems

• Vulnerability (CVE) handling and patching

• MFA used as a fundamental measure

• Supply chain vulnerabilities

• Encryption and cryptography policies

• Security audits

• Cybersecurity training

• Data protection and privacy

#5 : OT system design must align with future compliance

Rapidly rising standardUnderstand the measures
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#5 : OT system design must align with future compliance

#3 : Plan for an explosion in OT data traffic

#1 : Hub and Spoke system is a proven architecture

#2 : Retain control of critical components

#4 : Let data flow into the plant . . . . . . securely
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